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What percentage of your workforce can potentially work remotely?  

Most professional services, office and administration staff are likely candidates for remote work. Factory and 
production staff are less likely to be able to work from home. Understanding your workforce will help you 
decide on what departments or teams are well placed for remote work. 

What essential services do staff need to access within the organisation? 

Think about your organisational workflow, what systems or hardware are essential to continuing business. 
Understanding your IT infrastructure will give you a good perspective on how remote workers will need to 
connect.  If you have essential internal IT infrastructure, then you may already have a VPN in place, otherwise 
this will need to be considered. 

How Cloud dependent is your organisation? 

SMB’s tend to rely less on internal IT infrastructure and more on cloud SaaS (Software as a Service).  It may be 
that your organisation can function without the requirement of VPN services. 

Organizational Network Capabilities 

We have sufficient Internet capacity for remote workers 

Regular business broadband connections are typically asynchronous, meaning that speeds are faster for 
downloading into your organisation than uploading out of your organisation. Moving your workforce to remote 
locations can significantly increase your Internet connections upload demand.  Worst case scenario is that your 
Internet connection is saturated and remote workers are unable to access essential services. 

Our internal network addressing doesn't conflict with common home network ranges 

A common issue is network address conflicts, where your office network is configured on the same network 
range as your remote worker’s home network.  This will result in routing issues making your organisational 
services unavailable. 

Home/Remote Devices and Laptops 

All staff will ONLY use approved and managed mobile devices such as laptops and tablets? 

Managed devices will typically have AV and Malware in place, will be running supported operating systems 
and will have the latest security patches.  Additionally, VPN clients (where required) will be pre-deployed and 
tested.  For organisations moving to remote workers, the risk of unmanaged devices connecting into the 
corporate network is very significant.  Compromised staff home computers with access to internal services can 
cause havoc, with the risk of introducing virus’s, malware, ransomware and more. 

Staff have adequate home Internet connections 

Consider the fact that some home users may not have home internet, or slow rural internet which will impact 
your remote worker plans.  

Devices have adequate AV and security in place? 
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Unsupported Operating Systems, lack of AV and malware and security patching is likely on non-managed 
devices.  Allowing these devices to connect poses significant risks to your organisation. 

Devices are configured for VPN or remote access? 

For devices connecting to your VPN, software (or in some cases hardware) is required to be installed and 
configured.  

Productivity, Communication and Collaboration 

We have internal and external video conferencing services that are well used and understood 

The ability to see staff members face-to-face whilst working remotely can re-create a good office environment, 
keeping people connected and communication flowing.  Relying on email and text communication can cause 
misinterpretations and confusion, whereas regular video conferencing allows for non-verbal communications to 
continue. 

Our phone systems are transferable to the remote environment? 

If you have a modern SIP phone system, you’ll have the ability to have your phone extensions follow your 
workers either on a SIP phone, mobile or computer.  

We utilize collaboration software such as Teams, SharePoint, Hangouts etc. 

More than ever, in a remote workers environment collaboration software allows good communication, sharing 
of files and the ability for teams to function efficiently. Having this in place puts you in a good position for 
remote workers to be effective. 

Important files are easily accessible 

Access to information is central to successful remote working. With the availability of cloud based file systems 
you will have the ability to leverage OneDrive, Google Drive, SharePoint or other distribution systems. Keep in 
mind that additional security considerations need to be in place. 

Staff can stay connected via chat or video as needed? 

Communication needs to flow naturally, some people prefer email, others face to face. With chat and video chat 
readily available this may be a consideration for your remote workforce.  

Policy and Procedures 

We have a Work from Home policy 

If you don’t already have a Work from Home policy, now is a good opportunity to implement processes and 
policies.  

We have a Business Continuity Plan in place 

Businesses reliant on technology should have a Business Continuity plan in place that allows not only for 
disaster recovery, but site shutdowns incorporating remote access. 
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Staff are familiar with our IT and Data Security Policy 

Regular training around data security is one of the best ways to keep systems and data secure.  Familiarization 
with your IT and Data security policies will result from this. 

Training and Support 

Our staff have worked from home and are comfortable with working remotely? 

For organisations familiar with telecommuting, having to work from home will be commonplace and familiar. If 
you’ve not had a remote workforce before, there will be some teething issues to sort as you move out of the 
organisational environment.  Testing individuals and small teams is a good place to start and will lay the basis of 
your remote workers plan.  

Staff are able to connect remotely 

It is important that staff are easily able to connect to your systems, files and network. Getting this set up 
effectively at the beginning or checking the streamlining of this process will make the move to telecommuting 
stress free for staff and management.  

Staff can access cloud based services and have access to logon credentials? 

If you’re reliant on Cloud Services, consider the fact that staff may not have good password management. 
LastPass and other authentication services should be available to ensure staff can connect to required services. 

Staff have access to support services to address remote issues? 

For end users, there’s nothing more frustrating when you have an issue with technology that should “just work”. 
Supporting your staff through the initial familiarizations with remote working will help users embrace the 
remote office. 

Training and documentation are available for effective remote working are available? 

Training and documentation will reduce the number of issues your organisation faces. Working through training 
on remote access is advisable, or at least having documentation and processes available will smooth your 
telecommuting experience.  
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